WH®OPMALIMOHHAS IAMSITKA
TS OBYYAIOLIUXCS 51 PASMELIEHUS
HA O®ULUAJTBLHBIX UHTEPHET-PECYPCAX

C KaXXIbIM TOA0OM MOJOACKHU B HHTCPHCTC CTAHOBHUTBLCIA 60HBIH€, a
IMKOJIBHUKHN OJHU HN3 CaMbIX AKTHBHBIX MOJb30BaTeIICH PYHCTa. MC}KI[y TCM,
IIOMHMO OI'POMHOI'0 KOJINMYCCTBA BOSMO)KHOCTCﬁ, HHTCPHCT HCCCT U HpO6HeMBI.
OTa maMsITKa JOJIZKHa ITOMOYb TeOe 0e301macHo HaXOJUTHCA B CCTH.

KomnbroTepHbie BUPYCHI

KoMmnbroTepHbIld BHPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX MPOrPAMM,
OTJIUYUTENIBHON 0COOEHHOCTBIO KOTOPOU SIBISIETCS CIOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosHeHue Kk 3T0My, BUPYChl MOT'YT IIOBPEIUTH WJIU IOJHOCTBIO YHUYTOXKHUTH
BCe (pailyibl U JaHHBIE, MTOJKOHTPOJIbHBIE MOJIB30BATEINI0, OT UMEHH KOTOPOTO ObLia
3alylleHa 3apakeHHas IPOorpaMma, a TAKKE MOBPEANUTbh WU AK€ YHUUYTOXKUTH
ONEpallMOHHYI0 CUCTEMY CO BCeMHU (aiiamu B 1ejdoM. B OONBIIMHCTBE ClydaeB
PacIpOCTPaHSIOTCS BUPYCHI UepE3 NHTEPHET.

MeTtobl 3a1UTHl OT BPEIOHOCHBIX ITPOIPAMM:

1. Ucnonp3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOLINE CEPHE3HBIM
YPOBEHB 3aILUTHI OT BPEAOHOCHBIX IIPOTPaMM;

2. lloctossHHo ycranaBnuBail mnadtu (UUGPOBBIE 3aIIATKH, KOTOpPbIE
aBTOMATUYECKH YCTAHABIMBAIOTCSA C LEIBI0 JOPaOOTKM MPOrpaMMmbl) U Apyrue
OOHOBJIEHUS CBOeW omnepanMoHHOW cuctembl. CkauMBail WX TOJNBKO C
opurmanbHoro  caiita  paszpaborunka OC. Eciu  cymectByer — pexum
aBTOMAaTHUYECKOTr0 OOHOBJIEHUS, BKIIOUHU €T0;

3. Pabotail Ha cBOoeM KOMIIBIOTEpPE II0JI TMpaBaMU IIOJIb30BaTeNd, a He
aMUHUCTPATOpa. IDTO HE IMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
VHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yli aHTHBUPYCHBIE MPOTrpaMMHBIE TPOIYKTHl  H3BECTHBIX
MIPOU3BOIUTENICH, C aBTOMATHYECKUM OOHOBJICHHEM 0as3;

5. Orpannub (pU3NYECKUHN JOCTYI K KOMIIbIOTEPY AJI TOCTOPOHHUX JIUIL;

6. Mcnonb3yil BHELIHME HOCUTENM MHPOpPMALMM, TaKMe Kak Quielika, AUCK
WK (paiil U3 HHTEPHETA, TOJBKO U3 MPOBEPEHHBIX HCTOUHHUKOB;

7. He oTkpbIBail KOMIBIOTEpHBIE (DAisIbl, MOMYYEHHBIE U3 HEHAJEKHBIX
UCTOYHUKOB. Jlaxke Te (aitnibl, KOTOpbIE MpUCIan TBOM 3HaKOMBIN. Jlydiie yrouHu
y HEro, OTIPABJISUI JIU OH TeOe uX.

Cetn WI-FI

Wi-Fi - 310 He BUJ mepenaun AaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OpPEHI,
Mapka. Eme B 1991 rogy HuuepiaHickas KOMITAaHUSI 3aperucTpupoBaia OpeH.
"WECA", uyto o6o3Hauano caoBocodyetanue "Wireless Fidelity", kotopslii
MePEeBOUTCSA Kak "OecrpoBOAHAS TOYHOCTH".



Jlo Hamero BpeMeHu Joliia apyras ab0peBuarypa, KoTopas sIBJISETCS TaKOn
ke TexHojorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3zBanue ObLIO JaHO C
HAMEKOM Ha CTaHAapT BbIclIed 3BykoBod TtexHuku Hi-Fi, uro B mnepeBojae
03Hayaer ""BbICOKAas TOYHOCTh'.

Ja, OecriaTHBIA MHTEPHET-IOCTYI B Kade, OTeIsIX U a’poropTax sBIsSeTcCs
OTJIUYHOUW BO3MOXKHOCTBIO BbIXOJa B MHTepHET. HO MHOTrMe 3KCHepThl CUMUTAIOT,
yT0 obmeaoctynHbie Wi-Fi ceTu He sSBISIOTCS 0€30MacHbIMHU.

CoBeTbl 10 6€30MaCHOCTH PadOTHI B 001IENOCTYIHBIX ceTsax Wi-fi:

1. He nmepenapait cBoro nuuHyro uHbopmaiuio dyepe3 odmenoctynubie Wi-Fi
cetu. PaboTas B HUX, jKeJlaTeIbHO HE BBOJAMTH AP0 JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpa;

2. Ucnonb3yil u 0OOHOBISN aHTUBUPYCHbIE IpOrpaMmbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIlb ce0sl OT 3aKaYKHU BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonnzoBanun Wi-Fi otkmoun pynkuutio "OO0mui 1ocTyn K daiaam
u npuntepam". J[anHas (QyHKUMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOPBIE
MOJIb30BaTeNId aKTUBUPYIOT €€ JIJIsl y100CTBa UCIIOJIb30BaHUs B paboTe min yueoe;

4. He wucnone3yit ny6onuunbii WI-FI nns nepenauv JMYHBIX JaHHBIX,
HaIMpUMeED JIJIs1 BBIXO/IA B COLMAIbHBIE CETH WM B JIEKTPOHHYIO MOUTY;

5. Wcnonw3yil Tonapko 3amuiieHHoe coequnenue yepe3 HTTPS, a ne HTTP,
T.€. TIpu Habope BeO-aapeca BBOAM UMEHHO "https://";

6. B mo6uibHoM Tenedone otkmoun Qynkuuio "Tlogkmiouenue k Wi-Fi
apromatudecku". He nomyckail aBTOMaTH4YECKOTO MOAKIIOYEHUS YCTPONCTBA K
cetsim Wi-Fi Ge3 TBoero cornacus.

ConmajibHbBIE cCeTH

ConuanbHble CETH aKTUBHO BXOST B HAIIY JKU3Hb, MHOTHE JIIOJU padOTalOT U
KUBYT TaM MOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUILTHAP] YEIOBEK,
YTO SIBJISIETCA OJTHOM CEIbMOW BCEX JKUTEJIEH IJIaHEThl. MHOTHE TOJIb30BATEIN HE
MOHUMAIOT, YTO WH(OpMaIMs, pa3MelleHHas UMU B COIUAIbHBIX CETAX, MOXKET
ObITh HaliJleHa W UCIOJIb30BaHa KEM YTOJHO, B TOM YHUCJE HE 0053aTeNIbHO C
0JlaruMu HaMepEHUSIMHU.

OcHOBHBIE COBETHI O O€30MACHOCTH B COLIMANIbHBIX CETAX:

1. Orpannys crucok Apy3ei. Y Te0st B APY3bsiX HE JOJIKHO OBITH CIy4ailHBbIX
Y HE3HAKOMBIX JIFOJEH;

2. 3amuinaii CBor 4acTHYIO )KW3Hb. He yka3biBaii maponu, TesedoHsl, agpeca,
JaTy TBOETO POXICHHUS U JAPYTyl JUYHYI0 HHGOOpManuio. 3M0yMbIIUICHHUKA
MOTYT HCIIOJIb30BaTh Jaxe HWHGOpPMAIMI0O O TOM, KaK Thl MU TBOU POAMUTENU
IJJAHUPYETE NPOBECTU KAHUKYIIBI;

3. 3amuinaiil cBoro penyTaiuio - IepKHU €€ B YUCTOTE U 3aJaBail cebe Bompoc:
XoTea Obl Thl, YTOOBI ApPYrHe IMOJIb30BATEIN BHJIEIU, YTO Thl 3arpyskaeub?
[lonymaii, mpexJie 4eM 4To-TO ONyOJIMKOBATh, HAIIUCATh U 3arpy3UTh;

4. Ecnu Thl TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE MCIOJIB3YH CBOE
peanbHOE UMS U JIPYTyI0 JUYHYIO UH(OPMALUU: UMs, MECTO KUTEJIbCTBA, MECTO
y4ueObl U Mpoyee;



5. U36erail pasmemienus ¢ororpaduii B UnTepHeTe, rae Thl U300paxeH Ha
MECTHOCTH, 110 KOTOPOM MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHHUE;

6. Ilpm peructpamuu B COLMAIBLHONM CETH HEOOXOIUMO HCIOJIb30BATh
CJIOXHBIE TAPOJIH, COCTOSIIINE U3 OYKB U LIU(P U C KOJUYECTBOM 3HAKOB HE MEHEE
8,

7. Hns  couManbHOM CeTH, MOYTHl W JPYrUX CalTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble nMaposn. Toraa ecnu Te0s B3JI0MAOT, TO 3JI0YMBIIIJICHHUKU
II0JIY4aT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHbIE IEHbI'H

DNEeKTpOHHbIE JAEHBI'M - 3TO OYEHb YAOOHBIM CHOCOO MIIaTeXel, OJHAKO
CYLIECTBYIOT MOIIEHHUKHU, KOTOPHIE XOTAT MOJYYUTh 3TU JE€HBIH.

DNEeKTpOHHbIE AEHBI'H MOSBUINCH COBCEM HEJABHO M UMEHHO H3-3a 3TOT'O BO
MHOTHX TOCYIapCTBaX A0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccuu xe oHM QYHKIMOHUPYIOT M O HUX YK€ MPOMKUCAHO B 3aKOHE, IIe X
pa3nensioT Ha HECKOJIBKO BUIOB - aHOHUMHBIE U HE aHOHMMHbIE. Pa3Huna B ToM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX paspemniaeTcss MPOBOAMTH omnepanuu 0e3
UACHTU(PUKALIMY TT0JI30BATENSI, @ B HEAHOHUMHBIX WAECHTU(UKAIUS TTOTb30BaTENSA
ABIIIETCS 0053aTEIBHOM.

Taxxe crenyer pas3nuyaTh JJIEKTPOHHbIE (QuUATHbIE JEHBI'M  (PaBHbI
rOCy/IapCTBEHHBIM BaJllOTaM) M JJIEKTPOHHbIE He(duUaTHble ACHBI'M (HE paBHbI
rOCy/IapCTBEHHBIM BaJIIOTaM ).

OcHOBHBIE COBETHI IO O€30MacHOI paboTe ¢ AJIEKTPOHHBIMU JACHbIAMM:

1. IlpuBsiku K c4eTy MOOUIIBHBIN TenePoH. ITO caMblil yAOOHBIN U OBICTPBIN
Ccroco0 BOCCTaHOBHUThH AOCTYN K cuery. llpuBsizanHblii TenedoH MOMOXKET, €CiH
3a0yzellb CBOM IJIATeXXHBIA Mapoib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnone3yit opHopa3oBele maponu. Ilocme mnepexoma Ha YCHUIEHHYIO
aBTOopu3alMio Tebe yxke He OyneT yrpokaTh ONAaCHOCTh KpakKH WM IepexBaTa
MJIATEKHOTO MapoJIs;

3. Boibepu cnoxublii mapoib. IlpectynmHukam Oyzner HE MPOCTO yrajaaTh
CIOXHBINA Mapoib. HajgexxHble maponu - 3To mapoiu, KOTOpble COiepkKaT HE MEHee
8 3HAKOB W BKJIOYAIOT B Ce€0S CTPOUYHbIE M MPOMUCHBIE OYKBBI, HUPPHI U
HECKOJIbKO CMMBOJIOB, TAKME KaK 3HAK Jl0J1apa, (PyHTa, BOCKJIMIIATENbHBIN 3HAK U
T.11. Hampumep, $tROng!;;

4. He BBOJIM CBOM JIMUHBIE TAHHBIEC HA CaliTaX, KOTOPBIM HE JOBEPSCIIIb.

JJIeKTPOHHASA MOYTA

DNeKTpOHHAsl ToYTa - 3TO TEXHOJOTUS M TPEAOCTaBIsIEMble €0 YCIYTH IO
MEePEChUIKE U MOJYYCHHUIO AJIIEKTPOHHBIX COOOIICHUHN, KOTOPhIE pacpeieaiOTCs B
KOMIMBIOTEpHOU ceTh. OOBIYHO JJICKTPOHHBINM IMOYTOBBIA SIIIUK  BBITJISIUAT
clenyronmM o0pa3oM: UMsI_TOJIb30BaTeNsA(@uMs_JIoMeHa. Takxe Kpome neperayu
MPOCTOr0 TEKCTA, UMEETCS BO3MOKHOCTh TIepeiaBaTh (haubl.



OcHOBHBIE COBETHI MO O€30MacHO# paboTe ¢ IEKTPOHHON MOYTOM:

1. Hamo BbIOpaTh mnpaBWIBHBIM TOYTOBBIM cepBUC. B uHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUIlIe JTOBEPSITH TEM,
KOT'0 3Haellb U KTO IIEPBBIA B PEUTHUHIE;

2. He ykaspiBaii B TUUHOMN MouTe JUYHYI0 uHbopmanuio. Hampumep, mydine
BbIOpaTh "My3bIKaIbHBIN _(hanat@" unu "pok2013" Bmecto "temal3";

3. Hcnonp3yli ABYXATAaHYK AaBTOPH3aLMIO. OJTO KOrJa IMOMHMO MapoJis
HY>KHO BBOAUTH KOJI, IPUChUIAEMBII IO SMS;

4. Boibepu cnoxHbIi mapoiib. st Kak10ro MOYTOBOTO SAIIMKA JOJKEH ObITh
CBOU HAJEKHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecam ectb BO3MOXHOCTH HaluMcarb CaMOMYy CBOM JIMYHBIM BOIIPOC,
HCIIOJIb3YH 3TY BO3MOKHOCTB;

6. Hcnonb3yil HECKOJIBKO IOYTOBBIX SIIMKOB. IlepBblii [ YacTHOMN
MIEPEINNCKU C aJpecaTaMy, KOTOPBIM Thl JOBEPSECIIb. DTO 3JIEKTPOHHBIN aapec He
HAJI0 UCTIONB30BaTh MIPU PETUCTPALIMK HA (POpyMax U calTax;

7. He oTkpwiBail (ailnibl U Apyrue BIOXKEHHS B MUCbMax, JaXe €CIU OHU
IPUILIM OT TBOMX Apy3el. Jlydile yTouHM y HUX, OTIPABISIN JU OHU Tebe ATU
Gbaiibr;

8. Tlocne oxoH4yaHWsi pabOTHI Ha TMOYTOBOM CEpPBUCE MEpe] 3aKPhITHEM
BKJIQJIKU C CAUTOM He 3a0y/1b HaXaTh Ha "BeiidTu".

Ku6epOysiMHT UM BUPTYaJIbHOE U3/1€BATEILCTBO

KubepOymmuar -  mpeciegoBaHue  COOOIICHHSMHU,  COACPKAIIMMU
OCKOpOJIeHHUS], arpeccuto, 3aIyruBaHuE; XYJIUTaHCTBO; COLIMANIbHOE
OOMKOTHPOBAHUE C TOMOUIBIO PA3TUYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO 00pbOE ¢ KUOEPOYIITUHTOM:

1. He Opocatica B 60ii. JIyumuii cnoco0: MOCOBETOBAaThCA KaK ceOsl BECTH H,
€CJIM HET TOro, K KOMY MOXHO OOpaTUThCs, TO BHadaje yCINOKOUTbCA. Eciu Thl
HayHelllb OTBEYaTh OCKOPOJIEHUSMU Ha OCKOPOJEHUsS, TO TOJIbKO elle OoJiblie
pa3’oxoKelb KOH(IIUKT;

2. YupaBnsii cBoel kubeppenyranuei;

3. AHOHUMHOCTh B ceTu MHUMas. CyllIecTBYIOT CHOCOOBI BBISICHUTBH, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crtout BecTH XyJIUTaHCKUK oOpa3 BUPTyaJibHOM >ku3HU. MHTepHer
(buKcupyeT Bce TBOM JEHCTBUS W COXpaHIET UX. YJIUTh UX OyIeT KpaiiHe
3aTPyIHUTEIBHO;

5. Cobnronail cBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. WrHopupy#d enuHuyHblii HeratuB. OJHOpPA30BbIE OCKOPOUTENbHbBIE
cooOmieHust Jydyine UrHopupoBatb. OOBIYHO arpeccusi Mpekpamiaercss Ha
HaYyaJIbHOW CTaJuH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOKHOCTH OJIOKMPOBKH OTIPABKH COOOIIEHHH C
OTIPEJICIICHHBIX a/IPECOB;



8. Ecnu b1 cBuzperens kubepOyiuHra. TBou neWCTBUS: BHICTYIUTh MPOTUB
IpeciaeaoBaTeNsl, MOoKa3aTh €My, YTO €r0 JEWCTBUS OLEHUBAIOTCS HETaTHUBHO,
NoJJIepKaTh KEPTBY, KOTOPOM HY)KHA IICUXOJOTMYECKas MOMOIIb, COOOLIUTH
B3pOCIIBIM O (haKTe arpeCCUBHOIO MTOBEACHUS B CETH.

MobOniabHbIi TeaedoH

CoBpemeHHbIe cMapTHOHBI U IUIAHIIETHI COACPIKAT B ceOE BIIOJIHE B3POCIIBIN
(GyHKIIMOHAJI, W Temepb OHM MOTYT KOHKYPUPOBaTh CO CTallMOHAPHBIMU
KoMmbioTepamu. OJIHAKO, CPEJICTB 3AIMMUTHI ISl MOJJOOHBIX YCTPONUCTB MOKa OYEHb
Masio. TecTupoBaHME€ W TIOMCK YSI3BUMOCTEH B HHUX NPOUCXOAUT HE TakK
MHTEeHCHBHO, Kak st [1K, To e caMoe kacaeTcsi U MOOUIIBHBIX MPUIIOKEHUH.

CoBpeMeHHBbIE MOOHMIIBHBIE Opay3ephl YK€ MPaKTUYECKH JIOTHAIN HACTOJIHLHBIC
aHaJordu, OJHAKO paclupeHue (yHKIMOHANa BIEYET 3a COOOM OOJIBIIYIO
CJI0’)KHOCTh U MEHBIIIYIO 3alIUIIEHHOCTb.

Jlaneko He Bce MPOW3ZBOIUTEIN BBIMYCKAIOT OOHOBJICHUS, 3aKpPHIBAIOIIUE
KPUTHUYECKHUE YA3BUMOCTHU JIJI CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIs1 0€30M1aCHOCTH MOOUITLHOTO TeleoHa:

Huuero He siBnsieTcst mo-HacTosiieMy OecriaTHbIM. Bynb ocToposkeH, Beab
Korja tebe mpejiararoT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO IJIATHBIE YCIYTH;

Hymaii, npexzae yeM otnpaBuTh SMS, ¢hoTo wiam Buaeo. Thl TOUHO 3HAENIb,
r7ie OHM OYJyT B KOHEYHOM UTOTE?

Heo6xo0a1uMo 0OHOBISATE ONEPAIIMOHHYIO CUCTEMY TBOETO cMapTQoHa;

Hcnonw3yii aHTUBUPYCHBIE TIPOTPaMMBI IS MOOMJIBHBIX Tee()OHOB;

He 3arpyxaii mpuiaoXeHUsi OT HEU3BECTHOTO HMCTOYHMKA, BEAb OHU MOTYT
COJIepKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICUCHHUE;

[Tocne Toro kak Thl BBIMJEIIL C caiiTa, i€ BBOJAWI JIMYHYIO HMH(OPMAIIUIO,
3aiiiM B HACTPOIKU Opay3epa u yaaiu cookies;

ITepuonnuecku MpoBepsiid, KaKWe IUIATHBIE YCIYTUd aKTUBUPOBAHBI HA TBOEM
HOMEPE;

JlaBaii cBoil HOMEp MOOWJIBHOTO TesleOHa TOJBKO JIOASM, KOTOPBIX Thl
3HAEIIb U KOMY JOBEpACIIb;

Bluetooth momxeHn OBITH BBIKIIOYEH, KOTJa Thl UM HE ToJib3yelibcs. He
3a0bIBail MHOT 1A MPOBEPSTH ITO.

Online urpsl

COBpCMCHHBIC OHJIafIH-I/IFpBI - 9TO KpaCOYHEBIC, 3aXBaTbIBAIOIIHUEC
Pa3BJICUCHNA, O6’BCI[I/IHSIIOH_II/IC COTHHU TbICAY YCJIOBCK II0 BCCMY MHUDY. HFpOKI/I
HUCCIICAYIOT I[aHHBIﬁ UM MHD, 06H_IaIOTC$I Apyr € APYTOM, BBIIIOJHANOT 3aJaHUA,
CpaXaroTCsa € MOHCTpaMHU W IIOJYYArOT OIIBIT. 3a YAOBOJBCTBHUC OHHU ILJIATAT:
IMOKYIIAOT AUCK, OINIAYHNBAIOT aOOHEMEHT WIIH HpI/IO6pCTaIOT KaKHEC-TO OIILHUH.



Bce aTH cpencTBa uayT Ha MOJAEpKaHUE M Pa3BUTHE UTPHI, a TAKXKE HA camy
0€30MacHOCTb: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPHU3AILIMM, BBIMYCKAIOTCS HOBBIE
naTuu (UuQpoBbIe 3a1IaTKU ISl IPOTPaMM), 3aKPbIBAIOTCS YS3BUMOCTH CEPBEPOB.

B nogo0HbIX Urpax CTOUT OMacaTbCs HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)kl TBOETO NapoJis, HA KOTOPOM OCHOBAaHA CUCTEMA aBTOPU3aLMU OOJBIINHCTBA
urp.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTU TBOETO UTPOBOTO aKKayHTa:

1. Ecnu npyroil urpok BeeT cedsl II0XO0 WM CO3/1aeT TeOe HEeNpPUSITHOCTH,
3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

2. [oxkanyiics aiMMHUCTPATOPaM UTPhI HA MJIOXOE MOBEJEHUE ITOTO UTPOKA,
KEJaTeIbHO NPUTIOKUTh KaKUe-TO J10Ka3aTeIbCTBA B BUJE CKPUHOB;

3. He yxa3biBaii TuuHy0 HHpOpMaLHio B Ipodaiisie urpsr;

4. YBaxkail Ipyrux y4aCTHHUKOB IO UTPE;

5. He ycranaBnuBail HeouiranibHbIe TATYH U MO/JIbI;

6. Mcnonb3yil CIOKHBIE U Pa3HbIE MTapOJIH;

7. Jlasxkxe BO BpeMs UTPbl HE CTOUT OTKJII0YaTh aHTUBUPYC. [loka ThI Urpaeis,
TBON KOMITBIOTEP MOTYT 3apa3HTh.

@OUIINHT WIH Kpaika JUIHbIX JaHHbIX

OOBIYHOM KpaXkel JIEeHeT U TOKYMEHTOB CETO/IHS YK€ HUKOTO HE yIUBHIIb, HO
C pa3BUTHEM MHTEPHET-TEXHOJOTUN 3JIOYMBIIUICHHUKH [EPEMECTUINCh B
MHTEPHET, U MPOJIOJIKAIOT 3aHUMATHCA "MIOOUMBIM" JIEIOM.

Tak mnosBuiIach HOBasg yrpo3a: MHTEPHET-MOLICHHUYECTBA WU (DUIIMHT,
rJIaBHAsE 1eb KOTOPOTO COCTOUT B TMOJYYEHUU KOHPUACHIMAIbHBIX JaHHBIX
MoJIb30BaTeNiel - JIOrMHOB U maposiei. Ha anrnmiickom si3bike phishing yurtaercs
kak ¢pumuHr (ot fishing - peiOHas noBis, password - mapob).

OcHOBHBIE COBETHI IO 0OpbOE € (HUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mopo3peBaelllb, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO  HEOOXOAMMO  3a0JIOKUpOBaTh €€ U COOOIIMTH
aIMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Vcnonw3yit Ge3onacHble BeO-CalThl, B TOM YHUCIE, HMHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonb3yil cnoxkHble U pasHble mnapoiu. Takum oOpazoMm, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH TMOJYy4aT AOCTYH TOJBKO K OJHOMY TBOEMY
npo(duIto B CETH, a HE KO BCEM;

4. Ecnu T1e0s B3nOMald, TO HEOOXOAMMO TMPEAYNPEaUuTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE JOOABIEHBI y T€0s B JIPY3bsAX, O TOM, YTO T€Os B3JIOMAJHU U,
BO3MOHO, OT TBOEI0 UMEHH OYJET pacchljaThCs CllaM U CCbUIKU Ha (PUIIMHIOBbIE
CaWTBhI;

5. YcranoBu HazaexHblil napons (PIN) Ha MoOuibHEI TenedoH;

6. OTKIIIOUM coOXpaHEHue napoJs B Opaysepe;

7. He otkpeiBaii ¢aiimpl U Apyrue BIOKEHHUS B MUChbMaX, JaXKe €CIU OHHU
NPUILLIM OT TBOMX Apy3el. Jlydile yTouHM y HUX, OTIPABISIM JU OHU TeOE ITH
(baibl.



Mu¢posas penyranus

[udposas penyTtanus - 3T0 HETaTUBHAS WJIM MO3UTUBHAS MHPOPMAIIUS B CETU
o tebe. Komnpomerupyromas nadopmanus, pa3MelieHHas B UHTEPHETE, MOXKET
CEepbEe3HBIM 00pa3oM OTpa3UThCs HAa TBOEH peanbHOUM ku3HU. "Lludponas
penyTtanus" - 3TO TBOM UMUK, KOTOPBIM GopMupyercs u3 uHdopmanuu o tede B
HUHTEPHETE.

TBoe MecTo KUTEIbCTBa, YueObl, TBO€ (PMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIUJIMBAETCS B CETH.

MHorue mNOoAPOCTKUA JIETKOMBICIEHHO OTHOCATCA K NYOJUKAlUUU JUYHOU
uHpopmaiuu B MHTepHeTe, HE MOHUMAasE BO3MOXKHBIX MociencTBuidl. Thl qaxe He
CMOJKEIlb JOTajaThCsi 0 TOM, 4TO (oTorpadus, pa3MelleHHast 5 JeT Ha3ald, craja
MPUYUHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTtapuu, pasmenienue tBoux (ororpaduii u apyrue neHCTBUS MOTYT
HE MCYE3HYTh Ja)e IOCjie TOro, Kak Thl MX yJajdulllb. Thl HE 3HACIIb, KTO
COXpaHWI 3Ty HUHPOPMAILMIO, TMoNajga JU OHA B I[IOMCKOBBIE CHCTEMBI H
COXpaHWJIAaCh JM OHA, a TJABHOE: YTO MOAYMAalOT O TeOe OKpYXKalollue JIIOIH,
KOTOpble HAaWAYyT W YBUAAT 3T0. HaliTu nH@OpMaLnio MHOTO JIET CILYCTS CMOXET
MO00M - Kak U3 100pbIX MOOYKIECHUM, TaK U C HAMEPEHUEM MPUYUHUTD Bpell. DTO
MOKET OBbITh KTO YT'OJTHO.

OcHOBHBIE COBETHI MO 3a1uTe HU(POBOI permyTanuu:

1. IMonymaii, npexae yeM 4To-To MyOIMKOBATh U MepeaaBath y cedsi B Oiore
WM B COLIMATIHOM CETH;

2. B mnactpoiikax npoduis yCTaHOBM OTPAaHUYEHHUS HA TPOCMOTP TBOETO
poduIst U €ro COIEPKUMOT0, cliesiaid ero TOJabKo "mist aApy3eit”;

3. He pa3memaili u He yka3blBail UH(OpMALIKIO, KOTOPAsi MOXKET KOT0-1100
OCKOPOJIATH WIJIM OOMKATh.

ABTOpCKOE NPaBo

CoBpeMeHHBbIE  IIKOJBHUKM - aKTUBHbIE TIOJb30BaTeNud  LU(POBOTO
npoctpancTBa. ONHAKO JajJ€KO HE BCE 3HAKOT, YTO IOJb30BAHHE MHOTMMU
BO3MOXHOCTSIMU ~ Iu(poBOoro  Mupa TpeOyeT  coONOAeHHs  TpaB  Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTENIEKTyaslbHas COOCTBEHHOCTb" OTHOCHUTCS K Pa3JIMYHBIM
TBOPEHHUSIM YEJOBEYECKOTO YMa, HauMWHas C HOBBIX M300pPETEHUN M 3HAKOB,
0003HayaroIMX COOCTBEHHOCTh Ha MPOIYKTHl M YCIYTH, U 3aKaHYMBask KHUTAMH,
dboTorpadusiMu, KHHOQUIbMaMH U MY3bIKAJIbHBIMU TTPOU3BECHUSMH.

ABTOpCKHE MpaBa - 3TO MIpaBa HAa HHTEJUIEKTYaJIbHYI0O COOCTBEHHOCTH Ha
MIPOU3BEICHUSI HAYKH, JINTEPATYPhl U UCKycCTBA. ABTOPCKHE MPAaBa BBHICTYIAIOT B
KauecTBE TapaHTUM TOTO, YTO HMHTEJUJIEKTYyaJIbHBIA/TBOPUECKUN TPy aBTOpa HE
OyIeT HampacHbIM, JacT €My CIpaBedJIUBble BO3MOXHOCTH 3apaboTaTh Ha
pe3ysbTaTax CBOET0 Tpyna, MOJY4YUTh H3BECTHOCTh W mpuzHaHue. Huxro 6e3
pa3pelleHus] aBTOpa HE  MOXKET BOCIPOM3BOJHWTH €ro0  MPOU3BEICHHUE,



pacnpocTpaHsaTh, MNYOIMYHO JEMOHCTPUPOBATh, NPOAaBaTh, HMIIOPTUPOBATH,
MyCcKaTh B MPOKAaT, MyOJUYHO HMCIOJIHATH, MOKA3bIBATH/UCIIONHATL B ddupe uiu
pa3meniaTth B IHTEpHETE.

Hcnonb3oBanue "MUpaTckoro" mporpaMMHOIo 00ecriedeHHsI MOKET MPUBECTU
K MHOTUM PHUCKaM: OT MOTEPH JAHHBIX K TBOMM aKKayHTaM J10 OJIOKMPOBKH TBOETO
YCTPOMCTBA, TIA€ YCTAHOBJIEHA HeJerajbHas Iporpamma. He crtour Ttakxke
3a0bIBaTh, YTO CYIIECTBYIOT JerajbHble M O€eCIIaTHbIE MPOrpaMMbl, KOTOpbIE
MOYHO HalTH B CETH.

O nopraJe

CeteBUuOK.pd - TBOM IJIaBHBII COBETYHK B CETH. 3/1€CH Thl MOXKEIIb Y3HAThH O
0e30MacHOCTH B CETU MOHSATHBIM M JOCTYMHBIM SI3IKOM, @ MPH BO3HUKHOBEHHUH
KPUTUYECKON CUTyalluu OOpAaTUTHCS 3a COBETOM. A TakXe MPUHATH ydacTue B
KOHKYpCax U CTaTh CaMbIM IU(POBBIM IpakTaHUHOM !



